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THE BLUE SCREEN OF DEATH:
[ESSONS LEARNED FOR BUILDING
JPERATIONAL RESILIENCY

Abstract

The recent global Windows Operating System crash, colloquially
referred to as the “Blue Screen of Death” (BSOD), was caused by a
bug in a software vendor’s Endpoint Detection and Response (EDR)
softwareagent.Thewidespreadoutage, whichaffectedservicesacross
industries, servesasastarkreminderof theimportance of operational
resilience and robust governance processes. Although the incident
was not caused by any malicious intent, it underlines the need for
enterprises to proactively address vulnerabilities in their technology
stacks. This paper examines the key lessons learned from the
software vendor’s outage and provides practical recommendations
for mitigating the risks associated with operational resilience.
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Overview

The chaos caused by a rogue update released to a software vendor’s agent in the recent past, caused global
IT outage that impacted business operations across industry spectrum. Thousands of flights were grounded,
banking operations were stalled, payment services were impacted, and healthcare services were badly hit. The
preliminary post incident review report from the software vendor mentions that a defect in the content update,
released for Windows sensor of its proprietary platform, caused an unexpected exception resulting in crash of
Windows operating system (BSOD). This is the biggest outage since Amazon experienced cloud errors in 2017,
which affected thousands of websites, and Fastly’s content delivery platform took down media networks. The
event was not caused by any malicious intent; instead, it was caused by a failure of due diligence in testing the
content updates before they were released to globally deployed agents.

In response to this outage, the IT operations teams, across enterprises, worked round-the-clock to restore
the impacted systems, with heightened urgency and ultimately delivered operational resiliency of business
operations.

At Infosys, we collaborated with our 119 customers to rapidly restore 500K+ impacted workstations, a

remarkable feat that significantly contributed to the global recovery of 6% of the affected hosts.

While the restoration process has been largely completed across the globally impacted workstations, this incident
prompt us to consider some key aspects related to responding to and demonstrating resilience in the wake of
such events. In a digitally connected ecosystem, where the adoption of cloud and SaaS platforms is an acceptable
norm, such events can recur. This scenario will be applicable to IT control agents residing on the workstations.
A stronger governance process should be set up to prevent the impact of such outage, by practicing some best
practices.

The Aftermath: Evaluating the Impact of the Global Outage.

The event had a massive impact on the global digital ecosystem, affecting services across various business
segments. Some of the noted aspects of the outage were:

«  Over 8.5 million Windows devices were impacted by the issue
+  More than 5000 flights scheduled globally were cancelled

» Healthcare procedures across hospitals globally were reported to be delayed

+ 911 and other emergency systems were also down in New York and emergency systems were unreachable in
New Hampshire.

« Total cost of outage to Fortune 500 companies is estimated to be $5.4 billion

Your PC ran into a problem and now it needs

to restart. We're just collecting some error
info, and then we'll restart for you.

35% complete

You can search online later for this error: SYSTEM_THREAD_EXCEPTION_NOT_HANDLED



https://www.forbes.com/sites/sap/2024/07/25/crowdstrike-outage-creates-ripple-across-global-supply-chain/
https://www.healthcaredive.com/news/crowdstrike-outage-hits-us-hospitals/721887/#:~:text=West%20Orange%2C%20New%20Jersey%2Dbased,until%20the%20outage%20is%20resolved.
https://fortune.com/2024/08/03/crowdstrike-outage-fortune-500-companies-5-4-billion-damages-uninsured-losses/

From Crisis to Resolution: How Infosys Helped Customers Overcome the Outage

As part of its commitment to customer support, Infosys has taken a proactive approach in working with its global
customers affected by the issue, prioritizing the restoration of impacted devices in accordance with its major
incident management processes. The diagram below depicts a sample sequence of tasks coordinated to restore
services and minimize disruption to business operations for a given customer:
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Some of our key learnings from the recovery process include:

1.

The inventory of all assets, owners and the criticality must be kept up to date, leveraging an asset management
system (e.g. CMDB). In the event of a failure, it is essential to identify hosts deployed with Tier0/1 business
applications and required for critical data flows etc. Such critical service hosts are prioritized for recovery

Establish processes for proactive monitoring across a diverse set of system parameters (performance
counters, CPU usage, I/0 throughput, memory usage, running processes etc.) which can be correlated for
early identification of issues

Strengthen testing processes to perform testing of any OEM or third party released patches/ updates in a
representative environment before the same are applied to production environments

Well defined Standard Operating Procedures (SOPs) which can be leveraged by support teams (L1, L2) for
restoration of impacted devices. These SOPs should be periodically tested for effectiveness

Adopt hyper-automation to automate manual steps outlined in SOPs. These include scripts for automated
update of asset inventory, retrieval of credentials from password vault, login, reboot, agent health check etc.
and related tasks
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Disruption Preparedness: A Blueprint for Business Continuity

In the modern, digitally connected world, enterprises have come to rely heavily on new-age technology. The
digital ecosystem has faced disruptions in the past, but with each event, enterprises have emerged stronger and
more resilient. By having a robust disaster recovery plan in place, enterprises can ensure business continuity,
minimize downtime, and recover quickly from disruptions.

The following are key points to consider for building a
resilient digital ecosystem:

1. Establish operational resilience:

Enterprises should put in place business continuity
plans and demonstrate resilience in responding to the
unexpected events. Such resilience should extend across
the complete supply chain of the enterprise ecosystem,
including third party vendors, covering even the weakest
and most vulnerable link in the digital supply chain
ecosystem. This should also include creating appropriate
redundancies in the ecosystem to enable alternate routes
of business service delivery, if the primary channel gets
impacted. A few considerations include leveraging multi-
vendor solutions across operating systems, endpoints,
workloads, collaboration, business applications, security
tools (prevention, monitoring, threat detection) and so on.

2. Self-healing environments and applications:

Enterprises must prepare for failures in distributed
ecosystems, where applications, services, workloads, and
data centers can experience disruptions. Self-healing
should be designed into the core architecture of an
application, enabling detection of failures, response to
failures, and enhanced operational monitoring for analytics
and issue identification.

In the case of a recent outage, the monitoring tools
themselves failed to respond because the underlying
Windowsdeviceswereunabletobootand provide telemetry
data to the monitoring tools. Despite the adoption of
DevOps and SDLC best practices by the software vendor,
the dynamic nature of cybersecurity threats and system
complexity can lead to untested defects being released
into production systems.

To address these issues, there should be a heightened
focus on:

« Improving quality assurance processes

+ Developing monitoring capabilities that can detect
catastrophic BSOD scenarios

« Enhancing incident response workflows

«  Strengthening chaos engineering to address OS failure
scenarios
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3. Manage risk induced by automatic updates:

As outlined by the software vendor, the issue is caused by content update, which performs behavioral pattern-
matching operations on sensors to enhance telemetry and detection capabilities. The content templates released,
contained an undetected issue that triggered an OS-level exception.. Since the content is automatically deployed
on devices running the product agents, it leaves no control for the IT Operations team to locally test and roll
out updates in a managed manner. To mitigate this, product vendors should provide capabilities for staggered
and controlled deployment of updates, particularly those with elevated permissions and OS kernel or process
communication hooks. This approach will increase the window of exposure for vulnerabilities or malicious

patterns detected by updates.

To manage this risk, enterprises should
negotiate contracts with vendors to
receive advance release details, testing
updates in a controlled environment,
and phased rollout management in
the enterprise ecosystem. Additionally,

product vendors should design
strategies for phased rollouts and
strengthen mechanisms for monitoring
and collecting feedback on updates.
This can help detect and mitigate issues
early, preventing global impact.

4. Amplify testing capabilities to cover automatic updates:

The automated updates from product vendors, which
are not part of the regular testing process, cannot be
controlled, deployed in a sandbox environment, or
integrated with an enterprise’s CI/CD processes before
being rolled out to production systems. Due to the
time-criticality of the malware detection process, it
is common to allow these updates to receive direct
triggers from the software vendor’s control plane and
align with their content update process. While timely
updates of behavioral heuristics for newly identified
threat patterns outweigh the risk of extending the
window of exposure, this approach has highlighted
the need for testing the impact of an update on OS or
critical applications before production rollout. The risk
of missing testing can lead to legal liabilities, loss of
reputation, and compensation claims.

The example of Delta Airlines purportedly claiming
compensation from the software vendor for loss of
businessillustratestheimportance oftestingautomated
patches. In a fiduciary relationship between software
vendors and consumers, contractual guardrails should
ensure that vendors establish governance for thorough
code reviews, impact analysis, and testing (including
static code analysis, dynamic application testing,
fuzzing, stability testing, fault injection, and testing
of third-party components) before deploying code
through automated push. The software vendor should
also provide timely communication on issues fixed
or incremental capabilities provided by the update,
including potential risks such as OS crashes or impact
on specific application instances.

Enterprises should be provided with control to decide whether to proceed with automated push or allow it to
be rolled out first to a controlled sandbox environment before rollout across the entire enterprise landscape.
Additionally, increased system and performance monitoring is necessary to collect feedback and detect any
issues with the applied upgrade.

However, it is essential to note that having a true replica of production environment with complex distributed
systems may not always be possible. As such, enterprises must be aware of the risk of unexpected outcomes
when applying software updates to production environments that cannot be replicated in lower environments
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5. Manage risk induced by automatic updates:

After the cyber incident, malicious actors quickly
took advantage of the situation by sending
multiple phishing emails and creating domains that
impersonated the software vendor. By adopting
Zero Trust principles and implementing a Zero Trust
Network Access (ZTNA) framework, organizations
can leverage a robust security fabric that includes
URL filtering, advanced threat protection policies,
data loss prevention policies, sandboxing, and cloud
application security to identify and block malicious
content providers.

In addition to these technology-based controls,
organizations must also foster a culture of strong
cybersecurity awareness among employees, partners,
contractors, and all third-party users involved in
the digital supply chain. This includes situational
awareness training, as well as implementing Third
Party Risk Management (TPRM) processes to manage
the risks associated with these users.

6. Automation for recovery:

One interesting aspect of the recovery process is the
role of automation. During remediation, multiple
reboots of impacted devices were required to
implement the fix. Bitlocker-encrypted devices, in
particular, needed a recovery key to be entered at
each reboot, which created an unexpected backlog
for IT support engineers. While distributing the key
to device owners could have enabled self-help, this
approach posed risks, such as key compromise or user
failure to follow recovery steps. Automation is essential
to address this scenario, allowing IT managers and
engineers to accelerate the recovery process.

For example, a script can convert Bitlocker keys into
barcodes, which can be read using a barcode scanner
as an input device, eliminating the need for manual
key entry at each reboot Although such solutions
may not have been completely validated by product
vendors, localized automation ideas can still help
enterprises accelerate their recovery processes within
their unique ecosystems.
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Conclusion

The digital transformation of enterprises will accelerate with the adoption of cloud and Al capabilities. To sustain,
businesses must innovate and optimize their operational efficiencies, reduce costs, and manage risks effectively,
including cybersecurity threats. The growing complexity of distributed technology systems demands products
and platforms that can demonstrate compliance with stronger governance processes, effective communication,
and adherence to local laws and regulations, as well as increased transparency.

Inthis evolved digital ecosystem, outages likethe one
triggered by the recent BSOD event may not be the
last one to occur. We have to be prepared to manage
scenarios wherein, despite best efforts, a defect gets
released into production and has an impact on the
larger digital ecosystem of the enterprise and its 3rd
party ecosystem.

Thus, enterprises must augment processes and
standards that focus on:

« Ensuring sufficient resilience is built into the
enterprise architecture to recover and respond to
such disruptive events.

« Adoption of Zero Trust principles to strengthen
the ability to detect any malicious content,
suspicious websites, or threats to reach the
enterprise ecosystem.

«  Focusing on automation solutions and workflows
to accelerate recovery and remediation from
outages caused by incidents.

+ Improved technology support with hands-on and
feet-on deployment to provide last-mile support
across the enterprise landscape, including for
remote branches and users.

« Strengthening testing processes to ensure
that any scheduled and automated rollouts of
updates are thoroughly tested in a representative
environment before rollout to critical systems.
Where such testing is not possible, having a risk
mitigation process in place through obtaining
updates from software vendors on the nature
of automated updates, their criticality, and
essentiality

« Continuous assessment of compliance,
operational, reputational, legal etc. related risks
which should be elevated to board for required
support on mitigation or acceptance.
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